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1. Is it an error or its symptom?

2. Is it environment dependent?

3. Is it in the code or in the 

configuration?

4. Which layer is it in? Client? Server? 

Or Network?

5. Is the operating environment static? 

Or Dynamic?
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 When we see an error on the client side, we 

need to decide if it’s an error or if it is 

something that we consider to be an error, but 

has a workaround, or something else??

 For example:

 Rash vs. Chicken Pox

 Symptom (when JS is disabled) vs. 

Error (when JS is enabled)
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Operating System

Browser Type / Version

Database Server

Web Server

Traffic

 Lets take OPERATING SYSTEMS as an example...

 Reasons why...

 New technologies used in web development such as:

 Graphics Designs

 Interface Calls

 may not be available in all Operating 

Systems…
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• A bug is considered environment dependent if it 

can be replicated using the exact sequence of 

activities and environmental conditions.

• Ex: Bandwidth -- Login failure due to time-out in 

the authentication process...

• A bug is considered environment independent or 

functionality specific if it can be replicated in 

a variety of operating environments.
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 One in which incompatibility issues may 

exist irrespective of variable conditions 

like:

• Processing Speed

• Available Memory



12/2/2009

13

 Compatibility issues due to:

▪ Browser types

▪ Browser versions

▪ Operating Systems

 Configuration issues due to:

▪ Server software and hardware set-ups

▪ Browser settings

▪ Network Connections

▪ TCP-IP Stack set-ups

 Conditions?

• File in the Web Server is 
trying to access a file 
in the database server.

• Database Server is in one 
box.

• Web and Application 
Server are in another 
box.

 Result?

• CONFIGURATION ERROR!



12/2/2009

14

 One in which components that are normally 

compatible show errors due to conditions like:

• Network latency

• RAM unavailability

• Lack of disk space

» Diffusion of Internet

» Demand of Web-based applications

» More and more strict requirements of reliability, 

usability, inter-operability and security

» Market Pressure...

» Short time-to-market

» Diversity of the errors } Bugs / Defects / Issues 

/ Problems / Failures / Mutations of these...


