Course Number: COMP 496SSW
Course Title: Secure Software Engineering
Course Objectives:


A successful student will:

1. Be familiar with the guiding principles and practices for building secure software and learn to apply them in their own software engineering. ( slo 7, slo 8, SLO 9, SLO 10, SLO 11

2. Understand the importance of risk management for security and learn how to apply it in practice. ( slo 7, slo 8, SLO 10, SLO 11

3. Be able to analyze the tradeoffs when selecting technologies and learn how these choices may affect the security of the product.  ( SLO 9, SLO 10, SLO 11

4. Have a thorough understanding of buffer overflows and race conditions and learn how to avoid them in their own software engineering. ( SLO 11

5. Understand the importance of security audits of software early in the development process. ( SLO 10

6. Understand the strategies of firewalls and how these strategies may impact the applications they are developing. ( SLO 9, SLO 11

7. Have comprehensive understanding of trust management and client-side security and know why they are important. ( SLO 10

8. Understand the ethical and legal issues that arise from new technology related to software development security. ( SLO 15, SLO 16

9. Communicate about software development security through oral and written reports and group discussions. ( SLO12, SLO 13, SLO 14
